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Curriculum Vitae: Used for Research of Unsolicited Emails

Education
PhD Studies, Dep. of Computer Science, ETH Zurich, CH, Defended: Dec 14, 2023

Information Security Group. Supervisors: David Basin, Stefan Bechtold

Master’s Studies, Faculty of Informatics, Masaryk University, Brno, CZ
Information Technology Security. Exchange semester at NTNU, Trondheim, NO.

Bachelor’s Studies, Faculty of Informatics, Masaryk University, Brno, CZ
Computer Systems and Data Processing.

Experience

Postdoc at INRIA, PRIVATICS, Sophia Antipolis

O Funded by SNSF Postdoc.Mobility grant No. 225449
O Topic: Reproducibility of Web Privacy Measurements, host: Nataliia Bielova

Postdoc at ETH Zurich, INFORMATION SECURITY GROUP, Zurich

PhD Student at ETH Zurich, INFORMATION SECURITY GROUP, Zurich

O Led a novel project on websites’ compliance with the EU privacy laws (GDPR, ePD)
O Automated web privacy violation detection through crawling and ML (e.g., NLP)

Research Assistant, CENTRE FOR RESEARCH ON CRYPTOGRAPHY AND SECURITY

O Developed randomness testing framework EACirc for analysis of cryptographic primitives

O Three journal publications: cryptanalysis of Tiny Encryption Algorithm, new randomness
testing methods, and evaluation of cryptoprimitives’ security margins

Network Security Researcher, NEXA TECHNOLOGIES CZ, Brno

O R&D project in the area of cryptography, privacy, and machine learning

Teaching

Guest Lectures

O Introduction to LLMs in Law and Technology, University of Amsterdam

O Automating Privacy Compliance in Capita Selecta: ePrivacy and Tracking Technologies,
Utrecht University

O Automating Privacy Compliance in Digital Society: Ethical, Societal and Economic Challenges,
ETH Zurich

Supervision, ETH Zurich

O Seven supervised MSc thesis, three resulting in A* /A conference publications

O Six BSc theses and two semester project, one is part of a publication draft

Seminar Tutor (BSc level courses), ETH Zurich

O 2019-2021 Information Security (BSc), tutoring PKI and privacy, 150 hours/semester
O 2019 Algorithms and Data Structures (BSc), design and grading of coding exercises and
exam, 300 hours/semester

& karel kubicek.b848@sybilmail.de e karelkubicek.github.io


https://https://data.snf.ch/grants/grant/225449
https://osiris-student.uu.nl/onderwijscatalogus/extern/cursus?cursuscode=RGMUIER402&taal=en&collegejaar=2023
https://osiris-student.uu.nl/onderwijscatalogus/extern/cursus?cursuscode=RGMUIER402&taal=en&collegejaar=2023
https://www.vvz.ethz.ch/Vorlesungsverzeichnis/lerneinheit.view?lerneinheitId=157585&semkez=2022S&lang=en
https://www.vvz.ethz.ch/Vorlesungsverzeichnis/lerneinheit.view?lerneinheitId=157585&semkez=2022S&lang=en
mailto:karel.kubicek.b848@sybilmail.de
https://karelkubicek.github.io
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Seminar Tutor (BSc and MSc level courses), Masaryk University

O 2013-2017 Algorithms and Data Structures (BSc and MSc), 300 and 100 hours/semester
- Composing an exercise book: 160 pages book with exercises and their solutions
- Designing and grading assignments and final programming tasks

O 2015-2016 Automata, Grammars, and Complexity (BSc), 150 hours/semester

Service

Reviewer

O |EEE Transactions on Dependable and Secure Computing (journal)

O Workshop on Technology and Consumer Protection (ConPro '25)

O Workshop on Measurements, Attacks, and Defenses for the Web (MADWeb 2025)
O IEEE Transactions on Privacy (journal)

o ACM CCS 2019 (via assignment by colleague Esfandiar Mohammadi)

Local Responsibilities

O Academic Staff Organisation (VMI) at ETH Zurich: treasurer, event organizer (retreats, career
panels, social events), member of hiring committees and assistant in department evaluation

O STEM Engagement Coordinator at Masaryk University: Organizing informatics seminar,
competitions, and puzzle hunts for both secondary-school and university students

Publications
Markets for Consent, Amit Zac, Karel Kubicek, Ahmed Bouhoula, Stefan Bechtold

Machine Learning Compliance Analysis for Email Regulation (presentation only), Jakob
Merane, Karel Kubicek, Luca Strassle, Vandit Sharma, Alexander Stremitzer

Multilingual Scraper of Privacy Policies and Terms of Service, David Bernhard, Luka
Nenadic, Stefan Bechtold, Karel Kubicek

Automating Website Registration for Studying GDPR Compliance, Karel Kubicek,
Jakob Merane, Ahmed Bouhoula, David Basin

Automated Large-Scale Analysis of Cookie Notice Compliance, Ahmed Bouhoula, Karel
Kubicek, Amit Zac, Carlos Cotrini, David Basin

Block Cookies, Not Websites: Analysing Mental Models and Usability of the Privacy-
Preserving Browser Extension CookieBlock, Lorin Schoni, Karel Kubicek, Verena
Zimmermann

Compliance Effort: The Timing and Content of Open Source Responses to Privacy Law
Development (presentation only), Aileen Nielsen, Karel Kubicek, Elias Datler

Locality-Sensitive Hashing Does Not Guarantee Privacy! Attacks on Google's FLoC and
the MinHash Hierarchy System, Florian Turati, Karel Kubicek, Carlos Cotrini, David
Basin

Checking Websites’ GDPR Consent Compliance for Marketing Emails, Karel Kubicek,
Jakob Merane, Carlos Cotrini, Alexander Stremitzer, Stefan Bechtold, and David Basin

Automating Cookie Consent and GDPR Violation Detection, Dino Bollinger, Karel
Kubicek, Carlos Cotrini, David Basin

Large-scale Randomness Study of Security Margins for 100+ Cryptographic Functions,
Dusan Klinec, Marek Sys, Karel Kubicek, Petr Svenda, Vashek Matyas

BoolTest: The Fast Randomness Testing Strategy Based on Boolean Functions with
Application to DES, 3-DES, MD5, MD6 and SHA-256, Marek Sys, Dusan Klinec, Karel
Kubicek, Petr Svenda

New results on reduced-round Tiny Encryption Algorithm using genetic programming,

Karel Kubicek, Jiri Novotny, Petr Svenda, and Martin Ukrop
& karel kubicek.b8480@sybilmail.de e karelkubicek.github.io


https://karelkubicek.github.io/post/pptc
https://karelkubicek.github.io/post/reg-www
https://karelkubicek.github.io/post/gen-cookies
https://karelkubicek.github.io/post/userstudy-cookieblock
https://karelkubicek.github.io/post/userstudy-cookieblock
https://karelkubicek.github.io/post/floc
https://karelkubicek.github.io/post/floc
https://karelkubicek.github.io/post/reg-pets
https://karelkubicek.github.io/post/cookieblock
https://www.scitepress.org/PublicationsDetail.aspx?ID=iTqltaXgmDY=&t=1
https://link.springer.com/chapter/10.1007/978-3-030-11039-0_7
https://link.springer.com/chapter/10.1007/978-3-030-11039-0_7
https://crocs.fi.muni.cz/papers/infocomm2016
mailto:karel.kubicek.b848@sybilmail.de
https://karelkubicek.github.io
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Awards

SNSF Postdoc.Mobility grant for project Reproducibility of Web Privacy Measurements

USENIX Security Distinguished Artifact Award for paper Automating Cookie Consent
and GDPR Violation Detection

1st place in CSAW'22 Europe Applied Research Competition for our USENIX paper
Automating Cookie Consent and GDPR Violation Detection

Awarded the 2nd place in the contest for the best thesis in the field of IT Security
Merit scholarships, top 5% students

Czech Science Foundation and University Foundation scholarship for research projects

Outreach
Invited talk at Seminar on Cookies and Web Tracking (CNIL): Automating Website
Registration for Studying GDPR Compliance

Article at University of Amsterdam News: Said no to tracking cookies? Good chance
your data are still being collected

Invited talk at Masaryk University colloquium: Automated Analysis and Enforcement of
Consent Compliance

Two invited talks at French Data Protection Authority (CNIL) Privacy Research Day: Au-
tomating Cookie Consent and GDPR Violation Detection; Compliance Effort: Responses
to Data Protection Statutes in Open Source Development

Article at ETH Zurich News: Automatically filter and block cookies
Article at NZZ: Most websites violate cookie policies (available upon request)

Invited talk at 20. Gulaschprogrammiernacht Chaos Computer Club: Automating Cookie
Consent and GDPR Violation Detection

Featured Skills

PyTHON, C(++), BTEX, data science, ML (NLP and LLMs), Privacy Enhancing
Technologies (PETs), cryptography, optimisation methods, DevOps, secure coding

GDPR, ePrivacy Directive, DMA, DSA, privacy law implementation and enforcement
Czech (Mothertongue), English (C2), German (B2)

Interests

- Paragliding, mountaineering - Qutdoor sports

- Work in education system - Puzzlehunting, board games
References
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Vashek Matyas, Petr Svenda
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https://usenix.org/conference/usenixsecurity22/presentation/bollinger
https://linkedin.com/posts/csaw-europe_csaw-cybersecuritaez-cybersecurity-activity-6996790240472408064-qJga
https://linc.cnil.fr/seminar-cookies-and-web-tracking
https://linc.cnil.fr/seminar-cookies-and-web-tracking
https://www.uva.nl/en/shared-content/faculteiten/en/faculteit-der-rechtsgeleerdheid/news/2024/03/control-your-cookies.html
https://www.uva.nl/en/shared-content/faculteiten/en/faculteit-der-rechtsgeleerdheid/news/2024/03/control-your-cookies.html
https://www.fi.muni.cz/research/colloquium/2024-spring.html.cs#Kubicek
https://www.fi.muni.cz/research/colloquium/2024-spring.html.cs#Kubicek
https://www.cnil.fr/en/privacy-research-day-discover-program-and-register-free-attend-event
https://www.cnil.fr/en/privacy-research-day-discover-program-and-register-free-attend-event
https://www.cnil.fr/en/privacy-research-day-discover-program-and-register-free-attend-event
https://ethz.ch/en/news-and-events/eth-news/news/2022/03/automatically-filter-and-block-cookies.html
https://magazin.nzz.ch/nzz-am-sonntag/wissen/so-wird-der-browser-zum-datenschuetzer-ld.1677025
https://www.youtube.com/watch?v=EfPtBQbQsKc
https://www.youtube.com/watch?v=EfPtBQbQsKc
mailto:Nikola.Gerver.5753@sybilmail.de
mailto:Nikola.Gerver.f5fe@sybilmail.de
mailto:karel.kubicek.b848@sybilmail.de
https://karelkubicek.github.io
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